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[Ipunoxenue 2
K 00513aTeTbHON HH(pOpMAITHH
pa3MelieHue Ha caiite

NUH®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHWS
HA O®ULMAJILHBIX MTHTEPHET-PECYPCAX

C xaxaplM TOAOM MOJIOACKH B VIHTepHETEe CTaHOBUTHCS OOJbINE, a
IIKOJIbHUKM OJJHM W3 CaMbIX AaKTUBHBIX Iosb3oBarene Pynera. Mexny Ttem,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, IHTepHET HeceT u nmpoliaeMbl. J1a
namsTKa JI0JKHA TOMOYb TeOe 6€30MacHO HaXOUTHCS B CETH.

KommnbsroTepHbie BUPYCHI
KomnbroTepHblii BUpPyC— 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTJIMYUTENILHOW 0OCOOEHHOCTHIO KOTOPOM SIBIISIETCA CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHenue k 3ToMy, BUPYChl MOTYT HOBPEAUTH WU MOJHOCTHIO YHUUYTOXUTH
BCe (pailyibl U JaHHBIE, MOAKOHTPOJIBHBIE MOJIB30BATEN0, OT UMEHH KOTOPOTO Oblia
3amynieHa 3apaxEHHash IporpaMma, a TakXe MOBPEIUTh WM AK€ YHUUTOXKUTb
OIEpaIlOHHYIO CUCTEMY CO BceMH (paiimamu B 1eoM. B OonbLIMHCTBE CiiydaeB
pacrpoCTpaHs0TCs BUPYChI uepe3 MHTepHerT.

MeTo/1bl 3a1UThI OT BPEIOHOCHBIX IPOrPaMM:

Hcnonb3yii COBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOILIUE CEPbE3HBIN YPOBEHb
3aIUATHI OT BPEAOHOCHBIX MTPOrpamMm;

[TocTossHHO ycTaHaBnuBai mouTH (IUGPOBHIC 3aIUIATKH, KOTOPhIE aBTOMAaTHYECKU
YCTAHABJIMBAIOTCS C LENbIO J0PaOOTKHU MPOrpaMMbl) U Apyrue OOHOBIIEHHUS CBOEH
ornepauroHHON cuctembl. CKauMBail HMX TOJBKO C O(HUIMAIBHOIO CcaiTa
pazpabotunka OC. Ecnu cymiecTByeT peXuM aBTOMAaTHYECKOrO OOHOBIICHHS,
BKJIIOYH €T0;

PaGotaii Ha cBOeM KOMIIBIOTEPE MO/1 TIPaBaMU MOJIH30BATENSI, @ HE aIMUHHUCTPATOPA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX NMPOTpaMM HHCTANIUPOBATHCSA Ha
TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

Ncnonp3yit aHTUBUPYCHBIE TPOrPAMMHbBIE POAYKTHI U3BECTHBIX MTPOU3BOIUTEIIEH,
C aBTOMaTUYECKUM OOHOBJICHHEM 0a3;

Orpaanyb HU3NIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIT;

Wcnonb3yil BHENIHUE HOCUTENHN MH(GOpMAIIK, TaKhe Kak ¢uiellka, TUCK Uiu (aiin
u3 HTEepHeTa, TOIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

He otkpbiBaii KoMIbIOTEpHBIE Pailiibl, MOTYyYEHHBbIE U3 HEHAJEKHBIX HCTOUYHUKOB.
Jaxxe Te (Qailibl, KOTOpblEe NpUCTad TBOM 3HaKOMbIM. Jlydille yTOUYHH Y Hero,
OTIIPABIISLI JI OH TeOE UX.

Ceru WI-FI
Wi-Fi— 310 He BHJI TTepeavn TaHHBIX, HE TEXHOJIOTHS, @ BCET0 JIUIIh OpeH T, MapKa.
Eme B 1991 rony munepnanackas kommnanus 3aperucrpuponaiia o6pen « WECAy,



41O 00O03Hauano cioBocoueranue «WirelessFidelity», koTopsblil nmepeBonuTCa Kak
«OectpoBOIHAS TOUHOCTH.
Jlo Hamiero BpeMeHHU JoluIa Apyras abOpeBuarypa, KOTOopas SIBISIETCS TaKOH Ke
TexHoJoruen. 1o abOpesuarypa « Wi-Fi». Takoe HazBaHHEe ObLIO JaHO C HAMEKOM
Ha CTaHJAPT BHICIINI 3ByKoBOM TexHuKU Hi-Fi, 4T0 B mepeBoje o3HagaeT «BbICOKast
TOYHOCTB.
Ja, OecrutaTHBI WHTEPHET-IOCTYN B Kade, OTeNsIX M a’pomopTrax SBISIETCS
OTJINYHOM BO3MOXHOCTBIO BbIx0/1a B IHTepHEeT. HOo MHOTHE 3KCIIEpThI CYUTAIOT, YTO
obmenoctynusie WiFiceTu He SIBISFOTCSL 0€3011aCHBIMM.
CoBeTblI 10 6€30MacHOCTH paboTe B 00MIeN0CTYHBIX ceTsx Wi-fi:
He nepenamaii cBoro nuunyro umHpopMmaimuio depe3 odbmenoctynubie Wi-Ficern.
Paboras B HHX, XKeJlaT€IbHO HE BBOJAUTH MApOJX JOCTYIA, JOTMHBI U KaKUE-TO
HOMEpA;
Hcnonb3yil 1 0OHOBJISAN aHTUBUPYCHBIE POrpaMMBbI U OpaHaMay3p. Tem caMbIM Thl
obe3onacuillb cedst OT 3aKaYKy BUpYCa Ha TBOE YCTPOWUCTBO;
[Ipu ucnonb3zoBanun Wi-Fiotkmoun ¢ynkuuo «OOmuid noctyn k ¢aiinam u
npuHTepam». JlaHHasg (QYHKOUS 3aKpbiTa MO YMOJIYAHHUIO, OJHAKO HEKOTOpBIE
MOJIb30BaTENId AKTUBUPYIOT €€ JIJIs1 y100CTBa UCIIOIB30BaHMS B paboTe WK yueoe;
He ucnone3yii nyonuunsiii WI-Flnns nepenaun JTUYHBIX JaHHBIX, HAPUMeEp, IS
BBIXO/Ia B COLIMAJIBHBIE CETH WU B 3JIEKTPOHHYIO I1OUTY;
Hcnonb3yii Tonbko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAN UMEHHO «https://»;
B wmoOunbHOoM Tenmedone orkmroun  Gyskiuio «llogkimouenue k- Wi-
FiaBromatuuecku». He momyckail aBTOMaTU4eCKOro MOAKIIOUEHUS] YCTPOIMCTBA K
cersim Wi-Fi6e3 TBoero cormnacusl.

CounanbHbIe CETH
ConuanbHbple CETH aKTMBHO BXOJAT B HaIlly *H3Hb, MHOTHE JIIOAU paboOTalOT U
KUBYT TaM IMOCTOSIHHO, a B Facebooky»xe 3apeructpupoBan MuLIMap/ 4YeJI0BEK, 4YTO
ABJISIETCSI OJTHOM CEAbMOM BCEX MUTENe IulaHeThl. MHOrve mNoJib30BaTelld HE
NOHMMAIOT, YTO MH(pOpMalKs, pa3MEIleHHass UMU B COLHUAIbHBIX CETSIX, MOXKET
ObITh HalilcHa M MCIOJIb30BaHAa K€M YIrOJHO, B TOM 4YHCJIE€ HE 0053aTelbHO C
0JIaruMu HaMEpPEHUSIMU.
OCHOBHBIE COBETHI IO 0€30MACHOCTHU B COILIMAIbHBIX CETSIX:
Orpanuub cnucok Apy3ed. Y TeOs B APY3bsiX HE JOHKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOCH;
3amumiai cBOK 4acTHYIO ku3Hb. He yka3biBail maposu, TenedoHsl, ajapeca, 1aTy
TBOETO POXACHUA U JPYTYI0 JHUHYIO HHQOpMAIHO. 3JIOYMBIIIIEHHUKA MOTYT
UCIIOJIb30BaTh Jlake MH(OpPMAIMI0O O TOM, KaK Thl U TBOM POJUTENU IJIAHUPYETE
POBECTH KAaHUKYJIbL;
3amumiai cBOK penyTaluio — JASp>KU €€ B YMCTOTE U 3a/laBail cede BOIPOC: XOTe
Obl Thbl, YTOOBI JPYrHe MOJIb30BATEIM BUIENM, YTO Thl 3arpyxaeums? Ilogymaii,
IpEeXIe YEM UTO-TO OMyOIMKOBATh, HATUCATh U 3arPy3UTh;
Ecnu ThI roBOpHILIb C JI0JIBMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE pEajJbHOE
UM U JAPYTyI0 JTUYHYI0 MHQOpPMAIMH: UMS, MECTO KUTEIbCTBA, MECTO y4eObl U
npoyee;
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N36eraii pazmemenust pororpaduii B MTaTepHeTe, rie Tl n300pa)KeH Ha MeCTHOCTH,
10 KOTOPOW MOKHO OIIPENETUTh TBOE MECTOIIOIOKEHUE;
[Ipu peructpamuu B COLMATIBHOM CETH HEOOXOIMMO HCIOIb30BaTh CIIOXKHbBIC
apoJu, COCTOSIINE U3 OYKB U LIU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;
J11st conMalibHOM CeTH, TIOUYTHI U IPYTUX CAWTOB HEOOXOUMO UCITIOJIb30BATh Pa3HbIC
napoiu. Toraa eciau Te0s B3IOMAIOT, TO 3I0YMBIIIIEHHUKH MOTYYaT JOCTYI TOIbKO
K OJJHOMY MECTY, a HE BO BCE Cpasy.
DJIIEKTPOHHBIE IEHbI' U
DNeKTpOHHbIE JEHbIM— 3TO OYEHb YAOOHBIM crmocod miuaTexeil, OaHaKo
CYILIECTBYIOT MOUIEHHUKHU, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBI .
DNEeKTPOHHBIE JIEHbIM MOSBUJIMCh COBCEM HEAABHO M MMEHHO H3-3a 3TOTO BO
MHOT'MX F'OCYIapCTBaXx /10 CUX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.
B Poccun xe oHU (QYHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I UX
pa3zeNsaoT Ha HECKOJIBKO BUJOB — AaHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM,
YTO aHOHWMHBIE — 9TO T€, B KOTOPBIX pa3perniaercsi MPOBOAUTH Oleparuu 0e3
UJEHTU(DUKAIINY TTOJIH30BATENS, @ B HEAHOHUMHBIX WJCHTU(PUKAIIUN TTOJIb30BATENS
SIBJISIETCSL 00S13aTEIIBHOM.
Taxxe cnegyer pa3nuyaTh  DJIEKTPOHHBIE  (UAaTHbIE J€HbIM  (paBHBI
rOCYJapCTBEHHBIM BaJlIlOTaM) W DJIEKTPOHHbIE HedUATHBIC NEHBIM (HE PaBHBI
roCy/IapCTBEHHBIM BAJIIOTaM).
OcHOBHBIE COBETHI IO 0€301acHOi padoTe € AIEKTPOHHBIMU JIEHbIaMU:
[IpuBsku K cyeTy MOOMIIBbHBIN TenedoH. DTo caMblil y0OHBIN U OBICTPBINA CTIOCO0
BOCCTaHOBUTH JIOCTYM K cuery. [IpuBsizaHHbIi TenedOoH MOMOXKET, €CiIu 3a0yIelb
CBOM IUIATEXKHBIN MAPOJIb WIH 3aiI€IIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;
Ucnonb3yii ogHopas3osbie naponu. [lociie nepexona Ha yCUIEHHYHO aBTOPU3ALUIO
TeOe yxke He OyAeT yrpoXaTh ONACHOCTh KpPaKM WJIM IEpexBara IUIATEKHOTO
napoJis;
Boibepu cnoxxsblii aposb. [IpecTynHukam OyaeT HE MPOCTO YraiaTh CIIOXKHBIN
napoib. HagexxHbeie napoinu — 3To napoiiv, KOTOPbIE COJEPKAT HE MEHEe § 3HAKOB
U BKIIOYAIOT B c€0s CTPOUYHBIE W TMPOMHUCHBbIE OYKBBI, IUMPHI U HECKOIBKO
CUMBOJIOB, TaKuM€ KakK 3HaK Joyiapa, (yHTa, BOCKJIMIATEIbHBIA 3HaK M T.II
Hanpumep, StROng!;;
He BBOAM CBOM IMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEIIb.
DJNEKTpOHHAS TIOYTa
DJIEKTPOHHAST TOYTa— 3TO TEXHOJOTHUS W NPEAOCTABISIEMBIE €10 YCIYTH 10
NEPECHUIKE U MOJIYYEHHUIO JIEKTPOHHBIX COOOIIEHHM, KOTOPbIE paclpeaesatoTcs B
KOMIBIOTEpHOU ceTH. OOBIYHO DJJIEKTPOHHBIM TMOYTOBBIM SIIUK BBITJISIUT
ClelyIouuM 00pa3oM: UMsI_TOJb30BaTelsi(@umMsi_oMeHa. Takxe KpoMme nepenadu
IPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTh MepeaaBaTh (haiisbl.
OcHOBHBIE COBETHI IO O€30MacHOi padoTe ¢ AIESKTPOHHON MOYTOM:
Hano BbIOpaTh mpaBWiIbHBIA MOYTOBBIM cepBuc. B MHTepHeTe ecTh OrpOMHBIN
BBIOOpP OECIUIATHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIydIlle TOBEPSITh TEM, KOTO
3HACIb U KTO MEPBBIM B PEUTHHTE;
He yxa3biBail B TMUHON 1oYTE JUYHYIO HHpopManuto. Hanpumep, ayuiie BeIOpaTh
«MY3bIKJIbHBIN _(haHaT@» nin «pok2013» BMecTo «temal3»;
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Hcnonb3yih ABYX3TAlHYI0 aBTOPU3ALMIO. JTO KOrJa MOMUMO TapoJisi HYKHO
BBOJIUTH KOJI, MPHUCHhLIaeMbIi Mo SMS;

Boi6epu cioxHbIi napoinb. g KaKaoro Mmo4ToBOro SIMKa JOHKEH OBITh CBOM
HAJEKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ectb BO3MOXKHOCTh HAallMCaTh CAMOMY CBOW JIMYHBIMA BOIIPOC, UCIIOIB3YH 3Ty
BO3MOKHOCTb;

Hcnonp3yii HECKOJIBKO INMOYTOBBIX SIMUKOB. [IepBBINM Uil YaCTHOW NEPENUCKHU C
azgpecaTaMy, KOTOPBIM Tbl JIOBEpSACIIb. JTO DSJIEKTPOHHBIA aJIpec HE HaJlo
UCIIO0JI30BaTh IIPHU perucTpanuu Ha GopyMax v caurtax;

He otkpsiBaii (aitsibl v gpyrue BIOKEHHUS B MUChMAaX JaKe €CJIM OHU MPUIILIN OT
TBOUX Apy3el. JIydiie yTouyHu y HUX, OTIPABIISUINA JTU OHU TeOe T (halibl;

[Tocne okoHuaHusi paOOTHI HA MOYTOBOM CEPBUCE IMEPE] 3aKPHITUEM BKJIAJKU C
caiiToMm He 3a0y/Jb HaXKaTh Ha «BBIATHY.

KubepOyniuHr unu BUPTYyanbHOE U3EBATEIHLCTBO

KubepOymmmar— mnpecnenoBaHue COOOMICHHUSIMHU, COASPKAIIMMU OCKOpOJIEHUS,
arpeccuto, 3alyruBaHue; XyJIUraHcTBO; COIIMAIbHOE OOMKOTUPOBAHUE C MTOMOILBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYIUTHHTOM:

He Opocaiics B 60ii. JIyumuii crmoco6: mOCOBETOBATHCS Kak ce€0sl BECTH U, €CIU HET
TOr0, K KOMYy MOXXHO OOpaTUTHCSA, TO BHauyaje YCIMOKOUThCA. Ecim Thl HauHelb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €llle OOJIbIlEe pa30AKelllb
KOH(JTUKT;

VYmpagisit cBoeil kubeppernyTaluei;

AHOHUMHOCTH B ceTh MHUMas. CyIIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKayHTOM;

He crout BecTu XynuraHckuid oOpa3 BUPTyalbHOM ku3HU. HTEepHET (uKcupyet
BCE TBOM JICUCTBUS U COXPAHSET UX. Y JAIUTh UX OyAeT KpallHE 3aTPYJHUTEIBHO;
Coburoaii cBOi BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii enuuHuyHblii HeraTuB. OJHOpPa3OBble OCKOPOUTENbHBIE COOOLIECHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MPeKpaIlaeTcs Ha HadyaJIbHOU CTaIuu;
ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMH COOOIIEHUSMH, B
COIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIICHHUH C
OIpENIETICHHBIX aJPECOB;

Ecmu TB1 cBumerens kubepOymummHra. TBOWM JEHCTBUA: BBICTYIIUTH TPOTHB
IIpeciaeoBareNs, IMOKa3aTh €My, 4YTO €ro JEUCTBUS OLICHHWBAKOTCA HEraTHUBHO,
NOJIIEPKATh KEPTBY, KOTOPOW HYXHA IICHXOJIOTMYECKasi IMOMOIlb, COOOIIUTH
B3pPOCIBIM O (paKTEe arpeCCUBHOIO NOBE/IEHUS B CETH.

MobunbHBIN TenedhoH

CoBpeMeHHbIE CMapTQOHBI W IUIAHIIETHI COAEPKAT B ce0OE BIIOJIHE B3POCIHBIN
GyHKIIMOHAJ, M TENeph OHM MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KomIbtoTepamMu. OgHAKO, CPEICTB 3aIIUTHI JIJIsl MOJOOHBIX YCTPOICTB MOKA OYEHb
Masio. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX MPOUCXOJNUT HE TAK UHTCHCUBHO,
kak ais [1K, To ke camoe kacaercst 1 MOOMJIbHBIX TIPUIIOKEHHA.
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CoBpeMeHHbIE MOOUJIBHBIE Opay3epbl YK€ MPAKTUYECKU JIOTHAIM HACTOJIbHBIC
aHAJIOTH, OJHAKO pacmmpeHue (YHKIHOHATA BIEYET 3a COOOW OOJBIIYIO
CJOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTb.
Jlaneko He Bce MPOM3BOAUTENIM BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOLIUE
KPUTHYECKUE YSI3BUMOCTH JIJIsl CBOUX YCTPOUCTB.
OCHOBHBIE COBETHI JIJIs1 0€30MIaCHOCTH MOOUJILHOTO TelieoHa:
Huuero we sBnsieTcst mo-HacTosmeMy OecriaTHeIM. byas ocTopoXxeH, Beab KOraa
Tebe MpemsiaraloT OecCIUIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO
IJIaTHBIE YCIYTH;
Hymaii, mpexie uem oTipaBuTh SMS, ¢oto miu Buaeo. Thl TOUHO 3HACIID, T/I€ OHU
OyayT B KOHEUHOM UTOre?
Heobxonnmo 0OHOBIIATH ONEPAIIMOHHYIO0 CUCTEMY TBOETO cMapTQoHa;
Wcnonb3yit aHTUBUPYCHBIE MPOrPaMMBbI ISl MOOMIIBHBIX TeNIe(OHOB;
He 3arpyxail mnpunokeHuss OT HEU3BECTHOIO HWCTOYHWKA, BEAb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MTPOrpaMMHOE 00eCTIeUeHuE;
[Tocse Toro kak Thl BBIMJICII C caiiTa, I/ie BBOAWI JIMUHYIO MH(OPMAIIHIO, 3aii1 B
HACTpOWKH Opay3epa u yaanu cookies;
[Teproanuecku mpoBepsii KaKue IUTaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBoif HOMEp MOOMIBLHOTO TenedOoHa TOILKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpSIEUIb;
Bluetoothnomken ObITh BBIKJIFOYEH, KOTJIa Thl UM HE MOjb3yelibes. He 3a0biBait
MHOTJ1a MPOBEPATH 3TO.

Online-urpst
CoBpeMeHHbIE OHJIAWH-UTPhl — 3TO KPACOUHbBIC, 3aXBATHIBAIOIINE Pa3BJICUCHUS,
O00BEIUHSIONINE COTHU THICSY YETIOBEK 10 BceMy Mupy. Urpoku nccieayroT JaHHbINA
UM MUP, OOIIAIOTCS IPYT C APYTOM, BBITIOIHSIOT 3aJaHusl, CPAKAIOTCS C MOHCTpaMu
U TOJYYalOT OMBIT. 32 YJOBOJLCTBHE OHU IUIATAT: MOKYMAKOT JKUCK, OIJIAYUBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAaKUe-TO OMIIUH.
Bce sty cpenctBa uayT Ha MoJJiepKaHUE M Pa3BUTUE WIPhI, a TaKXKe HA caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTuu (HudpoBbIE 3aIUIATKU AJIS POTrPamMM ), 3aKpbIBAIOTCS YI3BUMOCTH CEPBEPOB.
B momo0HBIX Wrpax CTOUT oOmacaTbCs HE CTOJNBKO CBOMX COTNEPHHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOpU3AIMU OOJBIITMHCTBA
urp.

OCHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:
Ecnu npyroil urpok Beaer ceOsl IUIOXO WM CO3/1aeT Te0e HENpUSATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;
[Toxanyiics aAMUHUCTPATOpaM HWIPbl HA IUIOXO€ MOBEAECHHUE HTOTO WIPOKa,
KenaTeNbHO NPUIOKUTh KaKUe-TO JJOKa3aTeIbCTBA B BUJI€ CKPUHOB,;
He ykaspiBaii muunyto uagpopmalyio B mpodaiiiae urpel;
YBaxkail Ipyrux y4acTHUKOB I10 UIPE;
He ycranaBnuBait HeopuImaibHbIEe TATYH U MOJIBI;
Hcnonp3yii ClIOkKHBIE U pa3HbIE TAPOJIH;
Jlaxxe BO BpeMsS UIPbl HE CTOWUT OTKJIKOYaTh aHTUBHpYC. [Ioka ThI murpaems, TBOM
KOMIIBIOTEP MOT'YT 3apPa3UTh.
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OUIIMHT WK KpaXka JTUYHBIX JaHHBIX
OOBIYHOM Kpakeil JIeHer M JTOKYMEHTOB CErOJlHSl y>K€ HMKOI'O0 HE YAUBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTNH 3JI0yMBINUICHHUKHN IIEPEMECTIIINCH B IHTEpHET,
U TIPOAOJIKAIOT 3aHUMAThCS <JTFOOUMBIM) JIETIOM.
Tak mosiBUiach HOBasl yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUILUHT, TJIaBHAs
1EeJIb KOTOPOI'0 COCTOUT B MOJYyYE€HUH KOH(UICHIMATbHBIX JaHHBIX MMOJIb30BaTENEH
— JOTMHOB ¥ maposnei. Ha anrnumiickom si3pike phishingunrtaercs kak ¢umuHr (0T
fishing— peiOHas 0B, password— mapoiin).
OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:
Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaellb, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHUPOBATh €€ U COOOIIUTh aJIMHHHCTPATOPaAM
pecypca 00 3TOM Kak MOYKHO CKOpee;
Hcnone3yit Oe3omacHele BeO-cailThl, B TOM YMHCJIE, WHTEPHET-MAarasuHoB U
OMCKOBBIX CUCTEM;
Hcnonb3yit cinoxHbie ¥ pa3Hbie mapoiu. TakuM o6pa3om, eciiu Te0si B3JIOMAaIOT, TO
3JI0YMBIIUIEHHUKHU MOJIYy4YaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MpO(]uIio B CETH, a
HE KO BCEM;
Eciu 1ebs B3nOManu, TO HEOOXOOUMO MNPEAYNPENUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBbIE 100ABJIEHBI y T€OS B APY3bSIX, O TOM, YTO T€0S B3JIOMAIN U, BO3MOXHO, OT
TBOETO UMEHU OYJIET pacchliaThCsl CllaM U CCbUIKU Ha (PUIIMHTOBBIE CalThI;
VYcranoBu HaaexHbid napoib (PIN) Ha MOOWIBHBIN TenedoH;
OTkIr04M coOXpaHeHue mapods B Opaysepe;
He otkpsiBail (aiiisl U Ipyrue BIOKEHUS B MUCbMAaX /)K€ €CJIU OHU MPUILIN OT
TBOMUX JIpy3€eil. Jlydllle yTOYHU y HUX, OTIIPABIISUIIMN JIK OHU TeOe 3TU (aiibl.
[udposas penyranus
Hudposas penyranusi— 3TO HEraTUBHASA UM MO3UTUBHAS UH(POpPMALMS B CETH O
tebe. Komnpomerupytomas undopmanus, pa3mernieHHas B VHTepHeTe MOXET
CEpbE3HbIM 00pa3oM OTpa3uTbCsi Ha TBOeH peanpHON ku3HU. «L{udposas
penyTanus» — 3TO TBOW UMUK, KOTOPBIKA (hopMupyeTcst u3 uHpopmanuu o Tede B
Wnrepnere.
TBOe MeCTO XHUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTU
XapakTepa U pacckasbl 0 OJU3KUX — BCE 3TO HAKAIUIUBAETCS B CETH.
MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKalUW JIMYHOM
uHpopmaruu B VHTepHeTe, HE TOHMMas BO3MOXHBIX MOCTEACTBHMA. ThI naxe HeE
CMOXKeIIb JIOrajaThCsi O TOM, 4To (ororpadusi, pasMelleHHas 5 JeT Ha3all, cTajia
NPUYUHOM OTKa3a MPUHATH T€OS Ha padoTy.
KommenTtapuu, pasmemienne TBoux ¢Gotorpaduii U Apyrue ACHUCTBUS MOTYT HE
UCYE3HYTh JaXe IIOCIIE TOr0, KaK Thl X yAAJIULIb. Thl HE 3HACIIb, KTO COXPAaHUI 3TY
uH(pOpMaIHIO, Molajga JU OHA B IMOUCKOBBIE CUCTEMBbI U COXpAHWIACh JU OHA, a
IJIABHOE: YTO MOJIyMArOT 0 Te€0E OKPY KaIOLIEe JIF0IU, KOTOPBhIE HAMYT U YBUJIAT 3TO.
Haittu undopmarmio MHOTO J€T CHOYCTs CMOXET J00M - Kak U3 J00phIX
no0Yy>KIEHHH, TaK U C HAMEPEHUEM IPUYUHUTH BPE. DTO MOXKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI 110 3aIIUTE IUPPOBOI penyTaluu:
[Tonymaii, mpexae ueM 4To-To MyOJMKOBaTh M MepenaBarh y ceds B Ojore uiu B
COIIMAJIbHOM CETH;



2.

3.

B Hactpoiikax npoduisi yCTaHOBU OTpaHUYEHMs] HA MPOCMOTP TBOETo mpoduiis u
€ro COAEP)KUMOTO0, CAENal €ro TOIbKO «I Ipy3en»;

He pasmemaii u He yka3piBail HH(OpMAIMIO, KOTOpass MOXET KOro-iudo
OCKOPOJIATH WIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMEHHbIE  IIKOJbHUKM—  aKTHBHBIE I[OJI30BATENM  LUPPOBOIo

npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO I0Jb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMM ~ IupoBOro  Mupa  TpeOyeT  coONIoJeHUs  MpaB  Ha
MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.
TepMuH «MHTENIEKTyalbHasi COOCTBEHHOCTh)» OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHasi C HOBBIX M300PETEHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBas KHUTaMmu, Gororpadusmu,
KMHO(UIbMaMH U MY3bIKaJIbHBIMU MTPOU3BEICHUSIMU.

ABTOpCKHE TMpaBa— 3TO IIpaBa HAa MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTbh Ha

IIPOU3BEICHUS HAYKH, JIUTEPATYPhl U UCKYyCcCTBa. ABTOPCKHE MpaBa BHICTYNAIOT B
KayeCTBE TapaHTUU TOTO, YTO HMHTEJUIEKTYalIbHBIA/TBOPUECKUN TPy aBTOpa HE
Oyner HampacHbIM, JacT €My CHpPaBEAJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh W Tpu3HaHue. Hukro 06e3
pa3pelieHuss aBTopa HE  MOXET BOCHPOM3BOJIUTH €ro  MPOU3BEIECHUE,
pacnpocTpaHsiTh, NYyOJUYHO JEMOHCTPHPOBATH, IMPOJABaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCIOJIHSATH, MOKA3bIBATh/UCIIOIHATh B dpUPE WU
pasmemars B IHTEepHETE.
Hcnonb3oBaHue «IUpaTCKOro» MPOrpaMMHOTO 00€CTIE€UeHUsT MOXKET MPUBECTH K
MHOT'MM PHUCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTam 10 OJIOKMPOBKU TBOETO
YCTPOMCTBA, IJlI€ YCTAHOBIIEHHBIM HE JieralibHasg Iporpamma. He crout Ttaxxke
3a0bIBaTh, UTO CYILIECTBYET JIEraJIbHbIE U OECIITIaTHBIE TPOrPAMMBI, KOTOPBIE MOKHO
HaWTHU B CETH.



